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2.1 The Global Risks Report 2023 18" Edition

1Y

anueswgnalan (World Economic Forum : WEF) lausgiliuloniavesnisiudayiu

fuanaundAgyuazransenuiiinfuandeananalusyivainandaluegluanudeanaisiisg s

9 v 9

4

[

f518azduneall

2 years 10 years

1 Cost-of-living crisis 1 Failure to mitigate climate change

Natural disasters and extreme weather
events

2 2 Failure of climate-change adaptation

3 Natural disasters and extreme weather
events

Geoeconomic confrontation
Failure to mitigate climate change 4 Biodiversity loss and ecosystem collapse

Erosion of social cohesion and societal
polarization

Large-scale involuntary migration

Large-scale environmental damage Natural resource crises

incidents

7 Erosion of social cohesion and societal
polarization

7 Failure of climate change adaptation

Widespread cybercrime and cyber insecurity 8 Widespread cybercrime and cyber insecurity

Natural resource crises 9 Geoeconomic confrontation

Large-scale involuntary migration 10 Large-scale environmental damage

incidents

10

[©}
o (&}

Risk categories I Economic I Environmental I Geopolitical I Societal I Technological

E‘Uﬁ 1 The Global Risks Horizon 2023!

! wnaefisn: The Global Risks Report 2023
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ﬂmEJL‘fJuﬁEJﬂﬂmu%’lEJLLiﬂﬁa Widespread cybercrime and cyber insecurity

Widespread cybercrime @9 misusmaL“ﬁu’mﬂ%waﬂmwmsswNl%wa%
Faaunsadnnnislaufinmsleuesuatssiadaeiu W DDoS Attack, Man-in-the-middle attack,
Malware (s TaeAanartiannsnaanudemeuieiudaonsevestoyanielussdnsléd

wae Cyber insecurity Ao aulaiiunsUaondemialeives nion1suinausiung
Uaoadlewes Insfissuvasaumealdfinusiunsaenste Fedmalfszuuildanansafasunde
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ANUUaRY wag/vse T Infrastructure ¥89nsu= Hveslivsellanuisaldnuls Fsdsmansenuse

UfuRnuvesyAaInIn1sly win. LagANNULRNaY0909ANT

[

2.2 sanAulauesveslszmalney

feanarumsleiuesnunseswlydanssnyanuiuasUaensdalaiues w.e. 2562
= o

Ao NsnsevrTensaLiunisle q lnedveu lagldreufianesuiaszuuasuiineInsalusuns

LifisUseasdlagganmuneliiinnisusenuitedessuuneuinnes Joyanouiiames vsetayadu

= a 1

fAeates wazilundunseilndesiefiazaoliAnanudemeniedmansznudonisitaues
Aoufimed sruuRsuiiames viotoyaduiifetes

faiu matlestufoanaumisluues Fafesihnasnisduiiunistestu Sufle uazan
audsInAAnmLAng 9 Tneauduszaumsinmnausiuasaendsszuunenfiine sUszmealne
(Thailand Computer Emergency Response Team : ThaiCERT) #38lneiddn deiinisAandnlunis
anns Tiduugii wasweunsifeIiumnnsalausiunsaenssnoufiames (Incdent Response)
Idifudoyafoanauieust we. 2560 - 2565 wui B 2560 - 2564 Tuwltudoanauanas ulud
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Y
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nssulledudeanAunisleiues AsuETuN 1 a.a. 2565 - 4 4.0, 2566 VBIEITNIUAMLNITUNIING
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~a
Su

Wusznoumswiivg
nwuvsenonuu
wwlnu Alkusmsluigoaiids

ndudadv uusu % udvidounnkuzeviu
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1%
Wus:noUAISKIIBEID
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1%
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anuiduav 2%

usmsmAsy 1%

ASIuNISSUINIS

Ms1suAY
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JUN 4 adin1sufURlunissuiiedudeanaumidleiues aauwaium 1 a.a. 2565 - 4 a.n. 2566

31 : A19nUAMZNTIUNITATSNEIANLITUAIU AR lYLUDSWAIUR (ANUY.)

NTNANMIUILAIT19AU ww. AstiaudfysunuduasUasadslasivesiBundn
Wesmnmnifnanudemesvdimansgnuilunniig eravihlighivssasdfdnfoya wiossuy

19 9 Melumhenu Jedmansenuro U URANuaAaIng warANNUIYeRved83ANT

3. AUNUIYVDINITUINITAALELS

Aruides (Risk) vaneds wmmsainienisnssihla q fesAedunieluaniunisaifliuduey
wazavdamansynuvseasanudems eiduiitusarldifusitu) vierelhiAnaudumen
vioanlontafiazussgingUszasduasitmneesesdng feludugnsmannisufofau nsiu
warnsUInTs Fadunansenumauindedly Tnesnanuansenu (mpact) Aildsuuazlontaiiaziin

(Likelihood) weawgn1sal

Uaduides (Risk Factor) nunefis Aumansea g iuivesninudesnagvinliliussg
TagUszasanivuald lnedessvylimeinvanisaituaziiaiilvy Welawaziindulaeeials waz
il 7sll anmsvesrudedissyaisduaimvenuiase Weagldinsgiuaginuauinsnisan

anudedlunendalaatiagneies
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nsUsEIuAMAAYA (Risk Assessment) 11189 NT¥UIUNITTEYALLELS N1TAATIZN
AuAss wagdadifuaiudes lnen1suszifiuainleniaiiaziia (Likelihood) waznanszny
(Impact) 1ievin1susziiuuds vilimsuseduresminundss (Degree of Risk) MU an1uzes
anudssilinmsussidiulenauaznansgnuvesusaziadeides wssenidu 4 sefu Ao geunn

g9 Uunansiagsin

N15UTNI9IAIULEBY (Risk Management) anefld nszuaun1slglun1susnisdnnig
Iilona MagiinlngN13alaUlaeanas YTaNaNIENUYBIANUEENNENIMANTTAIAINEIEAR

aglusyiunesAnseansuld Fanisdanisanudss wuslaeasuladu 4 wuamman Aeniseeusu

N13an N15AIUAN NsenEnuazTsloudenIalUIRULEeS

nsAIUAY (Control) vanede Uleune LwIMawisetunaul A9 9 Fanserinieannuides
wagyilinsaiunisussainguszeasd wield 4 Usean e msanunuiitentsUesiu n1sAiuay

WialingIadeu N13AIUALLINENITTLUELAENISATUANLTENTSWALY

NINGAU (Asset) nu1889 NFndauss o vesesdAnswinlu 5 wuaa loun nuindeya
MIAYAIINT 1IAE5ALIT MaATeNAKIS Lagniiauins sulssinaildlunisamureddasenis

suUszananldlunsandusu duiliduaidnemng o Tumsanduianssy mun1siavesesnns

PANNITATIEN USEU WazdnyiNANULADE1MALNEAN ANUNSEUIUNISUSUNSAULEES

A1UN1R 551U COSO (Committee of Sponsoring Organizations of the Treadway Commission)

[

figrail

1) mstruadivingnisumsanudes (Objective Setting)

2) mﬁizqmmﬁm(ﬁm 9 (Event Identification)

3) msUsziuAades (Risk Assessment)

4) nagnéildlumsdnnisiuusazansidies (Risk Response)

5) AANsIUNSUIISAIUIELT (Control Activities)

6) %’ayjaLLazmiﬁamié’mﬁmiﬂmmL?{EN (Information and Communication)
7) msfannamauazihseannudesing 4 (Monitoring)

98 TUNITIAVIEUUSUITAINULA AU A LU LA T AN1SAUMALALNISEDENT W,

\'Lﬂ.ldyd

ARRL T IYRIUNITRTIUsEEIUANNES S umAlula B saumALazn1sERaI TN uen Ty

Y

HRsIanazusewmansusilu Inelinsmaaeudedduinisidnfessuuinaluladansaumenaznis

A9@A15PULATRILDNTNAARUNMLN S ALT Y
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4.  IngUszenA

1) ielimsdnnisnmeldquimaluladansaumenaznisdoans wi. fuszansamuay
fauianegulunsusuilitusionisudsuulamesmelulafansaunaatoly siuvisanloniad
wnsliAnmmdsmeilidesnsiuszuumeluladansaumataznisieas

2) Wiewdsumnunieunaysesiuaniunsaianidu fasfstutussuumeluladansaume
uazsdeansves v, Wislriinisnauu mvay uAlvanudssiumaluladansaumaas
nsdeans

3) oiduiuamnanisdidiuns diugua anesuifeIiumTUIsiansLazM THELNS
anwdmnudilafefunsiimsinnsenuidsshumalladansaumaaznnsioans

4) WeriuinUszansannisandula Tnearlsfeladuidsaiazannudssluaiunig o

'
a1 = % o

Mminaziinansgnuiunmsaniiuau dnguszasduazulouiey uamfinsamuuinislunislesiunse

NsiuANUESLMET NeuNagSHUS URANUMTaA L TILUANULNY
5. VBULIANTITANLUNTS

Wumsusmsdanisanudessumaluladansaumawaznisdeans argluanusuinveu

vosgudimnalulagasaumnaLazn1sHoans Wi,
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ANSN 1 WAAISIETDAULYINIIUUIUNTANULEIAUNA LU ATATAUNALAZNSEREANS

Ay P/ VR-aNg AU ANUTURAYBY
Aorurensaudmaluladaisaumna .
1. y W UL UAMEYINNIU
WAZNTHOENS
2. | imhnguinalulagansaune WA ARIEYINIY
3. | PhnthnguiamsEUUaNTAUmA V. AR
4. | mhnquatAuaydeyandsan . ARIEYINIY
mnthnguusnmsansaumaLaz )l .
5. nua. ANEYINUY
ATEUNA
FINALDIANNINAWUNAUNIY .
6. oY 01. ANEYINUY
WAZBUINYNAIU
7. | vhnthdigumsanumly UM, AEYINaTY
S UnAsiUleUsuagIAUT WY .
8. | WNAIOTOWIA  HOAR R ANEYINUY
QERIITI
5 UNIvIN1IABURNAADITIUIYNTT .
9. |weantdew  ygwA ) ANEYINUY
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. UnATIZRUlIUIBLAT N .
10. | WINYTE andna . ANEYINUY
FIUYNIS
11| wevenilsy aeUsehivg UNIYINSABUNAADSTIUIYNT | AR
12. | wenga AYEITIO UnIvINsAeuimesUuin1s | Auevinau
13. | wednsngm Hguvia UnTAzuleuisnas by ALY
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1.

N15UsEIUAMULEY (Risk Assessment)

ANTILATIENAMULFELS AINNITIATIENANULFIATUAITAUNAVDS WW. AUITORINUTLLAN

Anuvasdy 5 Usean sadl

1)

[
Y

AN

£

Anuidssiumaila lWunudssdiiniuansyuunenfiumes in3esdleuazgunsaign
Taudnhfanselusunsuliussasad gnieniuain Hacker gniatgyina1eseuuaN
Cracker 1Jusu

AU TRy HuaundssiiAatuanmasidunts msdaaudidnluns
hdsdeyalivunzanfunisldaunienisliuinig Tneffléidrgszuumalulad
asauALAENNSADaNs iEelidoyaing 9 ves Wi, IRunIS T Tivesaulesiiiler
wagyhliAnanudenesatayaasaumnela

AnudsanmMaAndadde Wueudssifnandaddoneliinanudemeinouss
frudayaansaume

ANuABIRIUNTUIMSInng Wueudssnuuuleuislumsuimsinnisiidag
nsEnuanIsALIUNISATUATAUINA

Audssntadunieuen Wumuidssiiinannstiuinisvesmisnuaneuen .
g wn. Suudedduimadendns sauks eguenmilenisuivsdanisuieniseunu w.
lsiansatleatunsmgavteseiunsliuinisld 35 wn. szfomnausunisluannansznu

PMNANULELTENIZRaTUIINNTUlASUUSNNSAINETD

2 =

1 ANvurTIEazRAYRIALLESY (Description of Risk) LaAIAIRNITIN 2

&
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A13°99 2 SwazldunURIAULEYY (Description of Risk)

: . . . o HANENU/ELASU
CRERRHIGER e UsTLAnAULEeS aNWEAIULEES Uadeidey/dsnnany i
NANIENY
1. esidesnannedes | RTO1 | anandesinumeade/ | mnudssnussdvBamuazany | = svvuielesuueimadades | = iedosneuiiames
ATt uvid g aumn 7l AuABNEUR TR | Undefievessruvanauasyiils w9y
Vo UAnsnesiises PRemyAMINY SPUUTIUTRYA
FEUUNUY
ansauwme
Alda
HALATEUU
2. amuidesnmsiin RITOZ | Arundeaaindndsie naialnlngdoins liawnsa | = Wlndl angd@maludii | = Eosmeuiiumes
AR indoudnelnioseniamesiay | dnn9as MInawas THIRH]
gunsalg o 1¢ dawasilsiszuu | = gunsalvFewedesldlniim gunsalinTevny
AR MBI WALTEUUIATEUY | WU aalvl SPUUTIUTRYA
nanlasuanudeniguisdiu JPUUY
veldsuaudsmeriavan GREGVIRITG
Alda
HALATEUU

&
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: . . . o HANTENU/HLATU
CRERRHIGER e UsTLAnAULEeS aNWEAIULEES Uadeidey/dsnnany i
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9. n15UsEIIUAIANULES (Risk Evaluation)
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10.  WanIsBATIziAades (Risk Analysis)
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11.  mssamsaaudes (Risk Management)
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